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Video – FarmersEdge
https://customers.microsoft.com/en-us/story/farmers-edge-azure-iot-hub-canada

https://customers.microsoft.com/en-us/story/farmers-edge-azure-iot-hub-canada


$5B IoT investment announcement

Microsoft’s planned financial investment 
demonstrates business commitment as a priority for 
innovation, research and development
Our goal is to simplify the IoT journey so that any 
customer – no matter where they are starting – can 
create trusted, connected solutions that improve 
business experiences as well as our daily lives. To 
that end, we are dedicating even more resources to 
research and development in key areas for IoT, 
including securing the Internet of Things, creating 
tools and intelligent services to develop for IoT and 
the edge, and growing our partner ecosystem.
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Connecting Devices to Azure



Millions of devices
Multi-language, open source SDK

Device twins

Billions of messages
Scale up and down Per device enable/disable



IoT Hub

Field 
Gateway

Field bus / protocol

Custom Cloud 
Gateway

(Cloud 
Service, VM)

VPN/ExpressRoute

OPC, HTTP, CoAP,…

Field 
Gateway

Field bus / protocol

Custom Cloud 
Gateway

(Cloud Service, 
VM)

AMQP, MQTT, HTTPS

Custom Protocols
Device

Device

Device

Device

Device

Device

AMQP, MQTT, HTTPS

Management app
Device registry/Management
Monitoring
Send commands

Management app

Device registry/Management
Monitoring
Send commands

Applications
- Companion apps
- Dashboards
- Controllers
- …



Azure, Azure Stack, IoT Edge and IoT

Azure

Azure Stack

Azure IoT Edge

• Available in Azure Regions
• Full functionality

• Deploy and manage cloud services
• Managed by Azure or Azure Stack

• Azure Services & Management on-prem
• Managed by Azure or Locally

Azure
Azure IoT Central

Azure IoT solution accelerators

Windows IoT,  Linux • Azure IoT Edge runs on Windows and Linux

Azure Sphere
• Peerless security for MCU devices
• Connect directly to Azure or via Azure IoT 

Edge

Azure Sphere OS • Linux Kernel that modernizes MCU devices

Azure IoT Device SDK • Multi-device, multi-language, multi-OS
• iOS, Android, Windows, Linux
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© Microsoft Corporation

S E C U R E D with built-in Microsoft silicon security 
technology including the Pluton Security Subsystem

C R O S S O V E R Cortex-A processing power
brought to MCUs for the first time

C O N N E C T E D with built-in networking

Microsoft
Pluton
Security 

Subsystem

Firewall Firewall Firewall

Firewall Firewall Firewall

Multiplexed I/O

SPII2CUARTI2STDMPWMGPIO ADC

ARM 
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Optimized for 

low power

FLASH 
≥ 4MB

SRAM
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Network 
Connection
Wi-Fi in first chips

ARM 
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For real-time 

processing

Azure Sphere MCUs create a secured root of trust
for connected, intelligence edge devices

C O N N E C T E D  with built-in networking

S E C U R E D with built-in Microsoft silicon 
security technology including the Pluton 
Security Subsystem

C R O S S O V E R Cortex-A processing power
brought to MCUs for the first time



Azure, Azure Stack, IoT Edge and IoT

Azure

Azure Stack

Azure IoT Edge

• Available in Azure Regions
• Full functionality

• Deploy and manage cloud services
• Managed by Azure or Azure Stack

• Azure Services & Management on-prem
• Managed by Azure or Locally

Azure
Azure IoT Central

Azure IoT solution accelerators

Windows IoT,  Linux • Azure IoT Edge runs on Windows and Linux

Azure Sphere
• Peerless security for MCU devices
• Connect directly to Azure or via Azure IoT 

Edge

Azure Sphere OS • Linux Kernel that modernizes MCU devices

Azure IoT Device SDK • Multi-device, multi-language, multi-OS
• iOS, Android, Windows, Linux
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SDK Library
SDK, agent libraries
Easily accessible libraries in GitHub 

Cross platform support
Choose real time OS, platform and language

Connect IP, and non-IP devices
Support for direct connection devices and resource 
strained or non-IP devices via gateway and field 
protocols

Open source framework
Develop custom agents for your devices

Secure communication
Simple and secure D2C and C2D connectivity for 
messaging, device management and command and 
control

OS support
RTOS, Linux, Windows, Android, iOS etc.



Azure IoT Device Catalog



Azure, Azure Stack, IoT Edge and IoT
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• Full functionality
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Cloud 
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Azure IoT Hub

Insights Actions



Azure IoT Edge Deployment
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Azure, Azure Stack, IoT Edge and IoT
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Connection Security
X.509/TLS-Based Handshake and Encryption

Device Security
X.509 Certificate Based Identity and Attestation

Device Provisioning, Authorization & Management
Support for Diverse Hardware Secure Modules

Securely connect millions of devices… …over a secure internet connection… …to Microsoft Azure – built with security from 
the ground up

Cloud Security
Azure Security Center  |  Azure Active Directory

Key Vault  |  Policy-Based Access Control



Authentication Attestation Access Controls

1 Share Access Secrets (SAS) Tokens` Shared Access Key
- Permission based
- Role based 
- Action based

- Per device granularity2 Certificate Based Mutual Authentication Certificate Thumbprint

3 Certificate Based Mutual Authentication Certificate Authority

Three device attestation and authentication Methods with policy based access controls

Device Connection Security
X.509/TLS-Based Handshake and Encryption

IoT Hub



DEMO



AI & IoT Insider Lab

https://www.microsoftiotinsiderlabs.com/



Video – PCL
https://customers.microsoft.com/en-us/story/pcl-construction-professional-services-azure

https://customers.microsoft.com/en-us/story/pcl-construction-professional-services-azure


Ready to BUILD IoT Applications? 

Find everything you need to develop advanced 
IoT apps using familiar languages and tools. 
Build IoT apps

Azure IoT Build page Azure IoT solutions 
accelerators product page

Azure IoT Hub product 
page IoT School

Looking to USE an IoT Solution? 

Use managed and industry-specific 
solutions to get started quickly and easily. 
Try IoT solutions

https://azure.microsoft.com/en-us/overview/iot/build/
https://azure.microsoft.com/en-us/overview/iot/build/
https://azure.microsoft.com/en-us/features/iot-accelerators/
https://azure.microsoft.com/en-us/services/iot-hub/
https://iotschool.microsoft.com/learning-paths
https://azure.microsoft.com/en-us/overview/iot/use/
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